Now SMS/MMS Android Modem

Quick Start Guide

Using a GSM modem, or an Android phone as a modem, is a quick and efficient way to get
started with SMS and/or MMS applications. No special service provider subscriptions are
required, just a standard SIM card that has been activated for use with a mobile operator.

NowSMS controls the modem to send and receive SMS and MMS messages.

NowSMS allows end users to send and receive SMS and MMS messages via a web interface or
their regular e-mail client.

NowSMS enables applications to send and receive SMS and MMS messages using standard
protocols such as HTTP, SMTP/POP3/IMAP, SMPP or MM7, or using APl examples for Java,
PHP or command-line interfaces

NowSMS and NowSMS Lite support the ability to use Android phones as GSM modem devices
for both sending and receiving SMS and MMS messages.

For most customers, using an Android phone as a modem is preferable to using a dedicated
GSM modem device. These reasons include:

* LTE Support - LTE based Android devices can provide higher speed support for MMS
sending and receiving.

* Network Compatibility - Some mobile operators (and modem device manufacturers)
assume that modems are used for internet access only and disable SMS and/or MMS
support for modems. This is not an issue for Android phones.

+ CDMA Support - For years, US based customers have asked us about modems that
can support Verizon and Sprint. Android phone support allows us to support those
network operators using both CDMA and high speed LTE.

* Broad Device Availability - For customers interested in trying NowSMS, it is far easier
to locate or acquire an Android device than a conventional modem.

*  MMS Performance - With conventional GSM modems, MMS performance is limited by
the mode switching required to switch between data and SMS channels. There are no
mode switching delays mixing SMS and MMS traffic on Android devices.

* Multiple Modems - USB connectivity (and driver quality or lack thereof) is a major
limitation for systems with multiple conventional GSM modems. For Android phones, the
NowSMS server connects to the Android phones over WiFi or cellular data, providing far
greater performance for NowSMS to simultaneously control multiple modems. Modems
can even be located in different physical locations to maximize signal strength. (The
NowSMS server communicates over WiFi or cellular data to an app running on the
Android phone.)
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System Requirements

This document is intended to provide a quick start for setting up the Now SMS/MMS Gateway to
use an Android modem for sending and/or receiving SMS and/or MMS messages. The
configuration steps are similar in NowSMS Lite, however there is a separate Quick Start Guide
available on the http://www.nowsms.com web site that contains instructions specific to that
product.

1.) Android Phone running one of the following Android versions:
2.3 (Gingerbread)

4.0 or 4.1 (Ice Cream)

4.2 or 4.3 (Jelly Bean)

4.4 (Kit Kat)

5.x (Lollipop)

6.x (Marshmallow)

7.x (Nougat)

2.) WiFi or Cellular Data Connectivity for Android Device

3.) PC running Windows for NowSMS software. Supported versions of Windows include
Windows XP, Windows Vista, Windows 7, Windows 8, Windows 10, Windows 2003

Server, Windows 2008 Server, and Windows 2012 Server. Server, workstation, 64-bit, 32-bit,
business and home editions of these operating systems are supported.

Supported SMS and MMS Message Types

SMS text message formats supported include all standard text formats, including long
messages, Unicode characters and emoticons. (Other binary SMS formats, such as WAP
Push, are not supported when using an Android device as a modem, and can only be supported
by dedicated GSM modem devices. Message class attributes such as Flash are also not
supported by the Android interface.)

MMS support may be limited by content types and size restrictions imposed by the mobile
operator.
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Connectivity Options

The Android phone should be running an Android version between Gingerbread (2.3) and
Nougat (7.x).

The NowSMS software runs on a Windows PC and will communicate with the Android device
using TCP/IP.

There are 3 ways to configure this connectivity:

1.) Local WiFi Mode — The Android device is connected to WiFi and is on the same
network as the NowSMS PC. When running on the same local network, the NowSMS
PC and Android device can find each other without requiring manual IP address
configuration.

2.) Remote Direct Mode — The Android device is configured to maintain a constant
connection to the NowSMS server, using WiFi or cellular data. The NowSMS PC must
be accessible via a static/fixed |IP address or internet host name. If using WiFi on the
Android device, the NowSMS PC can use a static IP on the same LAN. If using cellular
data, the NowSMS PC must be accessible over the internet (or via a VPN, which is
beyond the scope of this guide).

3.) Remote via Cloud - This is the easiest option if you are not familiar with, or do not wish
to be concerned with networking requirements. The Android device and NowSMS PC
both maintain a connection to a secure cloud service which establishes a secure and
encrypted tunnel for communication.

Important Notes About NowSMS & the Android Phone

Please note that after the NowSMS Modem software is installed on the Android Device,
received SMS and MMS messages will be processed by NowSMS instead of the built-in
messaging client.

It is possible to configure NowSMS in a send only mode to prevent this, but it is important to
note that the NowSMS software assumes that in most configurations, NowSMS will be the only
application processing SMS and MMS messages on the device.

Of course, the NowSMS Modem software can be easily removed or temporarily stopped to
allow other standard applications to again process messages.

It is also important to note that the NowSMS Modem software will cause the battery of the
Android device to be used more quickly. This is because NowSMS keeps WiFi and/or a data
connection active, so that the device is available when messages need to be sent out. In most
configurations, it is expected that the Android phone will be connected to a power source at all
times.
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Installing NowSMS Modem on the Android Phone

Step 1: The settings on the Android Device must be configured to allow applications from
unknown sources, so that the application can be downloaded from the NowSMS web site.

Go into Settings on the phone, look for Unknown Sources under Security Settings. Menus
will vary in different versions of Android, and with different vendor implementations.

o]
(* Security

DEVICE ADMINISTRATION

Device administrators
View or deactivate device administrators

Unknown sources

Allow installation of apps from sources
other than the Play Store

v

Verify apps
Disallow or warn before installation of
apps that may cause harm

v

CREDENTIAL STORAGE

Storage type

Hardware-backed

Trusted credentials
Display trusted CA certificates

Install from storage
Install certificates from storage
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Android will display a caution message about the security implications of installing applications
that have not been verified by Google. This setting must be accepted to enable the setting.

We recommend that the Android phone running the NowSMS Modem software should be
dedicated to that task and not be used for other applications, to minimize the risk of enabling
this setting. This setting may be disabled after the NowSMS Modem application is installed.

Your phone and personal data are
more vulnerable to attack by apps
from unknown sources. You agree
that you are solely responsible for
any damage to your phone or loss

of data that may result from using
these apps.

Cancel
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Step 2: Open the web browser or Chrome and go to the download page on the NowSMS
website: https://www.nowsms.com/download

Scroll down to locate the download link for the NowSMS Modem App.

L 3 v % @ 2:38 i & o % "4 @ 2:33
@ https://www.nowsms.com/download ~ [1] 3 @ https:/www.nowsms.com/download ~ [1] %
< now.sms using Android phones as GSM modem devices
* e for both sending and receiving SMS and MMS

messages.

Download Free Trial

NowSMS Modem App for Android
Version 2017.04.04

Download this app to an Android device to use
the device as an SMS & MMS modem with
NowSMS.

This update adds a foreground service
notification to prevent Android from prematurely
terminating the NowSMS Modem service. It also
adds automatic recovery logic to recover from

issues which can cause the device to go off-line.

All NowSMS products are available for free trial

downloads, and the server software can be installed
on the following Windows platforms: Windows 10,

Windows 8, Windows 7, Windows XP, Windows 2012
Server, Windows 2008 Server, Windows 2003 Server.

Some versions of Android will warn that this type of file may be harmful and require you to
select OK before downloading the application.

NowSMSModem.apk downloaded

< ®

The NowSMS Modem App is contained in a file named NowSMSModem.apk.

Most recent versions of Android will display a link to open this file.
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If the open link does not work, or no option to open the app is displayed, the easiest way to
locate the download is to swipe down from the top of the screen where it will be shown in
system notifications. Press on the notification to begin the install.

_I 028 TUE, APRIL 15

NowSMSModem.apk

Download complete.

T-MOBILE

If the download does not appear as a notification, go to Applications and use the Downloads
app to locate NowSMSModem.apk.
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Step 3: Install NowSMSModem.apk

Complete the installation of NowSMSModem.apk by allowing the requested privileges.

It may be necessary to press Next or scroll down before the Install option is presented.

= NowSMS Modem

Do you want to install this application? It
will get access to:

PRIVACY

\. read phone status and identity

a read your text messages (SMS or MMS)

receive text messages (MMS)
receive text messages (SMS)
send SMS messages

© this may cost you money

DEVICE ACCESS

= change network connectivity
L]

full network access

Cancel

S [
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NowSMS Modem

Do you want to install this application? It
will get access to:

send SMS messages
© this may cost you money

DEVICE ACCESS

= change network connectivity
L J
full network access
view network connections

view Wi-Fi connections
run at startup

allow Wi-Fi Multicast reception

prevent phone from sleeping

Cancel Install

oS O =
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NowSMS Modem

v/ App installed.

Open the App after it is installed.
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Step 4: Configure NowSMS Modem by opening the application. The default settings assume
the device is using WiFi to connect to NowSMS on the same Local Area Network.

Other connectivity options require additional setup on the NowSMS server, and are discussed
later in this document.

We recommend configuring the Device Name setting to a name appropriate for your installation.
The default Device Name is the phone number, if it is available from the network. Some
networks do not allow the phone number to be read by applications. In those instances, the
Device Name will default to an Android unique device identifier.

Press Settings to change the Device Name, and then press Save.

M o) = 4 100%H 3:25 PM - =@ = 4 100% M 3:26 PM

=< NowSMS Modem =< NowSMS Modem

AR > Local WiFi
ISMS Received:
MMS Sent:

IMMS Notifications:
IMMS Received: 0

IP Address: 192.168.10.27
Mode: Local WiFi
Device Name: Boost

Port: 8990

Remote Direct

0
0
0
0

Remote via Cloud

Device Name: Boost
Port: 89904

Boost | Booster | Boots
102030415060 7080910

q woe r t y u i o p
a s dfghj kI
+ z xcvbnmaea

Sym £ English(US) . «

Version 2017.04.07
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Step 5: On most Android devices (4.4/KitKat and later), an additional settings button will be
displayed: Hide Messages from SMS App.

By default, on these versions of Android, SMS messages sent or received by NowSMS modem
will be logged in the messaging database on the device. This may cause performance or
storage issues. This button installs NowSMS Modem as the default messaging application and
disables this logging.

- @ = 4 100%H 3:25 PM = = 41 100% W 3:26 PM

=< NowSMS Modem

Active

0
0
0
0

0

192.168.10.27

;ocalthFl Change messaging app?
00S

8990 Do you want to use NowSMS

Modem instead of Messages as
your default messaging app?

NO YES

Version 2017.04.07

Step 6: The Android phone is now ready to be connected to a NowSMS installation. Note that
the messages received counter will display “(not enabled)” until a PC running NowSMS has
been configured to receive messages from this modem.
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Installing NowSMS on a Windows PC

A fully functional, but time limited, trial version of NowSMS can be downloaded from the
NowSMS web site at https://www.nowsms.com/download-free-trial.

Run nowsms.exe to install or update the Now SMS/MMS Gateway software.

The installation requires administrative privileges on the Windows system and Windows will
display a warning about administrative privileges before installing the application.

The default installation settings are acceptable for most installations, and the sequence of
installation prompts should resemble the following. The button that must be pressed to continue
is highlighted in the following images.

program. This program will install the Now

g Welcome to the Now SMS/MMS Gateway Setup
=  SMS/MMS Gateway on your computer.

It is strongly recommended that you exit all \Windows programs
before running this Setup Program.

Click Cancel to quit Setup and close any programs you have
running. Click Next to continue with the Setup program .

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties,
and will be prosecuted to the maximum extent possible under
law.

Cancel
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Software License Agreement

IMPORTANT - By using this software, you accept the
following terms of this License Aareement. |f you do not
agree with these terms, you should cancel the software
installation now. |f this is a purchased product, and you
do not agree with these terms, you should not use the
software and promptly return it for a refund.

LICENSE AND PROTECTION

License Grant: Now “Wireless grants you, subject to the
following terms and conditions, a non-exclusive, non-
transferable licensse to use the accompanying copy of
the software on a single computer for the usage
authorized by vour license.

Protection of Software: You agree to take all reasonable
steps to protect the software and documentation from

Cancel I

- e
Lhoose .;ﬂ|_|AL{}:n‘«‘ B

Setup will install the Now SMS/MMS Gateway in the following
folder.

Tao install into a different folder, click Browse, and select
another folder.

You can choose not to install the Now SMS/MMS Gateway by
clicking Cancel to exit Setup.

Destination Folder

C:\Program Files (x86)\NowSMS Browse... |

Cancel I
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You are how ready to install the Now SMS/MMS Gateway.

Press the Next button to begin the installation or the Back
button ta reenter the installation information.

Cancel I

ow SMS/MMS

i 26 days remain in your NowSMS trial period.
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Install free 30-day trial for evaluation purposes

Install with a purchased serial number

Exit

Do you wish to add NowSMS shortcuts to the
Windows Desktop?
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Now SMS/MMS Gateway has been successfully installed.

Press the Finish button to exit this installation.

Cancel

When the installation is finished, NowSMS may again display a prompt about the number of
days remaining in the trial license. Press OK to continue.
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Configuring NowSMS

Configure NowSMS to use the Android device by adding an SMSC connection.

— -_ e

3 Now SMS/MMS Gateway vzo17.o¢o7—L|_|g_=nﬁi SMSC Connection Type (2 [l

MMSC Users | MMSCVASP | MMSC Routing | SSL/TLS | Serial #

SMSC Connection Type:
Sevice SMSC | Web | SMSUsers | 2Way | EMal | MMSC s

GSM Modem (USB or COM Port)
SMPP over TCP/IP

HTTP over TCP/IP

UCP/EMI over TCP/IP

No SMSC connections are cumently defined. Please select the button below to CIMD2 over TCP/IP
define an SMS-compatible modem or direct SMSC connection.

oK Cancel

Outbound Message Queue: Empty
SMSC Status: Service is NOT active
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Add Android Modem R
Note: The NowSMS Modem app must be loaded on the device.
Select Connection Type:
LocaIW|F| Remote Direct Remote via Cloud
Cancel

There are 3 ways to configure the connectivity between NowSMS and the Android device:

1.) Local WiFi - The Android device is connected to WiFi and is on the same network as
the NowSMS PC. When running on the same local network, the NowSMS PC and
Android device can find each other without requiring manual IP address configuration.

2.) Remote Direct — The Android device is configured to maintain a constant connection to
the NowSMS server, using WiFi or cellular data. The NowSMS PC must be accessible
via a static/fixed IP address or internet host name. If using WiFi on the Android device,
the NowSMS PC can use a static IP on the same LAN. If using cellular data, the
NowSMS PC must be accessible over the internet (or via a VPN, which is beyond the
scope of this guide).

3.) Remote via Cloud - This is the easiest option if you are not familiar with, or do not wish
to be concerned with networking requirements. The Android device and NowSMS PC
both maintain a connection to a secure cloud service which establishes a secure and
encrypted tunnel for communication.
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Local WiFi Mode

In Local WiFi Mode, the Android device is connected to WiFi and is on the same network as the
NowSMS PC. NowSMS will query the local network to locate Android devices with the NowSMS

Modem application loaded, and they will be displayed in a list. It may take up to 60 seconds for
NowSMS to locate the device.

Select the device and press Add Modem.

Add Android Modem L2 [

Note: The NowSMS Modem app must be loaded on the device.

Select Connection Type:

* Local WiFi Remote Direct Remote via Cloud
Select from list:

HTCOneM8

Jelly
VZWModem
TMOGingerbread
MotoE

Or, enter |P address and port: (example: 10.0.0.200:8550)

Nexus5

Add Modem

Cancel

In some cases, NowSMS may not be able to find the Android device. Possible reasons for this
include:

1.) NowSMS and the Android device might be connected to different access points which
create separate networks and are not bridged.

2.) The wireless access point may have isolation mode enabled (very common on guest
networks), which prevents devices from communicating with each other.

In situations where the devices cannot communicate locally, Remote via Cloud connectivity
should be considered as an alternative.
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When the NowSMS server confirms that it has connected with the device, it will display the
device connection properties. Press OK to save the configuration.

Android Modem Connection - m

Connection Type: ‘¢ Local Remote Cloud

NowSMS Route Name: Nexus5
Phone Number:
v Receive SMS Messages
Route SMS to local user: v
v Send MMS Messages
v Use Default MMS Settings

v Receive MMS Messages MMS Receive Settings
Routing

v Support any outbound message traffic

Remove

coe

NowSMS will prompt to ask if a test message should be sent via the modem. Select Yes and
enter a phone number to receive the test message when prompted.
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Remote Direct Mode

In Remote Direct Mode, the Android device is configured to maintain a constant connection to
the NowSMS server, using WiFi or cellular data. The NowSMS PC must be accessible via a
static/fixed IP address or internet host name. If using WiFi on the Android device, the NowSMS
PC can use a static IP on the same LAN. If using cellular data, the NowSMS PC must be
accessible over the internet (or via a VPN, which is beyond the scope of this guide).

To configure this mode, assign a device name and secret to be used by the device.

Add Android Modem L2 [

Note: The NowSMS Modem app must be loaded on the device.

Select Connection Type:
Local WiFi + Remote Direct Remote via Cloud

Device Name: Nexus5

Shared Secret: secert

Add Modem

Cancel

When you press Add Modem, NowSMS will begin waiting for the device to connect on TCP
port 8990.

NowSMS might prompt to confirm starting service processes with the following prompt:
[ Now SMS/MMS Gateway v2017.04.07 [

NowSMS Services are not active.

Do you wish to enable NowSMS Services?

No Cancel
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Waiting for Connection &‘éj

NowSMS is waiting for your device to connect on
port 8350.

On the Android device, configure NowSMS Modem
to connect to this server.

On the Android Device, under Settings, configure the matching Device Name and Shared
Secret. For NowSMS Server, provide an IP Address or Internet host name for the device to use
when connecting to the server.

=4 NowSMS Modem

Local WiFi
2 Remote Direct

Remote via Cloud

NowSMS Server: 192.168.10.17
Device Name: Nexus5
Shared Secret: secert

secretary secret secrets \!J

1 2 3 4 5 6 7 8 9 0

gwer T tyuiop
a s df gh j kI

44 z X ¢c vVbnm @

7123, © Q
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When the NowSMS server confirms that it has connected with the device, it will display the
device connection properties. Press OK to save the configuration.

Android Modem Connection - m

Connection Type: Local '+ Remote Cloud

Shared Secret: secert
NowSMS Route Name: Nexus5
Phone Number:
v Receive SMS Messages
Route SMS to local user: v
v Send MMS Messages
v Use Default MMS Settings

v Receive MMS Messages MMS Receive Settings
Routing

v Support any outbound message traffic

Remove

QK Cancel

NowSMS will prompt to ask if a test message should be sent via the modem. Select Yes and
enter a phone number to receive the test message when prompted.
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Remote via Cloud Mode

Remote via Cloud mode is the easiest option if you are not familiar with, or do not wish to be
concerned with networking requirements. The Android device and NowSMS PC both maintain a
connection to a secure cloud service which establishes a secure and encrypted tunnel for

communication.

To configure this mode, first assign a device name and secret to be used by the device.

Add Android Modem L2 [

Note: The NowSMS Modem app must be loaded on the device.

Select Connection Type:
Local WiFi Remote Direct * Remote via Cloud

Device Name: Nexus5

Shared Secret: secert

Add Modem

Cancel

When you press Add Modem, NowSMS might prompt to confirm starting service processes
with the following prompt:

r B
Now SMS/MMS Gateway v2017.04.07 [

NowSMS Services are not active.

Do you wish to enable NowSMS Services?

No Cancel
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Waiting for Connection m

Please connect to Cloud Server ID: RBERAKAA

NowSMS is waiting for your device to connect to
the cloud so that it can be paired with this server.

On the Android device, configure NowSMS Modem
to connect remote via the cloud.

NowSMS will connect to the cloud service to acquire a unique Cloud Server ID. On the Android
Device, under Settings, configure this Cloud Server ID, along with the Device Name and
Shared Secret.

L E R o

=4 NowSMS Modem

Local WiFi
Remote Direct

© Remote via Cloud

Cloud Server ID: RBSRAKAA
Device Name: Nexus5
Shared Secret: secert

Q1 W2 E3 R4 TS Y6 U7 |809 PO
A SDFOGHJKIL

4 ZXCVBNMG®@

7123, © @
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When the NowSMS server confirms that it has connected with the device, it will display the
device connection properties. Press OK to save the configuration.

Android Modem Connection - m

Connection Type: Local Remote '* Cloud

Shared Secret: secert
NowSMS Route Name: Nexus5
Phone Number:
v Receive SMS Messages
Route SMS to local user: v
v Send MMS Messages
v Use Default MMS Settings

v Receive MMS Messages MMS Receive Settings
Routing

v Support any outbound message traffic

Remove

QK Cancel

NowSMS will prompt to ask if a test message should be sent via the modem. Select Yes and
enter a phone number to receive the test message when prompted.
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NowSMS Web Interface

To access the NowSMS web interface, it is necessary to define account credentials. This is
done by creating an SMS user account in the NowSMS configuration (under SMS Users).
These account credentials can be entered when accessing the web interface at
http://localhost:8800 or http://127.0.0.1:8800 from a web browser on the same system.

" . N h
e@lﬂ 127001 £~ i & || Bl NowSMS Login |—| A

=aaey X

NowSMS Login

User Name: |

Password: |

e®|ﬂ 127001 £~ it & || Bl NowSMS Send Text |—|

Message Type ¥ Settings ¥
Send Text Message —
To: | |
Sender: | | (Not supported by GSM modems)
Message Route:
Text:
Delivery Receipt: OYes ®@No
Delayed Delivery: | | (Format: yyyy-mm-dd hh:mm)
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